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Workforce Privacy Notice

How we use workforce information

Manor Multi Academy Trust are committed to providing a secure and safeguarded environment for all its
workforce. Security of all data and personal information is of paramount importance and strongly believes that
each and every employee has a duty of care to ensure all personal data is treated with upmost respect and care. It is
strongly advised that all staff read carefully the following Staff Privacy Notice as well as the associated Data
Protection Policy, Safeguarding and e-Sa fety Policies that encompass our true reflection on our approach to all

aspects of opemtmg our secure environment.

It is also very important that our work force understand that the use of any personal data will be lawfully processed
and used for multiple work-related purposes during the term of your employment with the Manor Multi Academy
Trust. We encourage any member of staff to question this if they feel this may not be the case and to bring to
the immediate attention of the MAT / School Data. Protection Officer.

The categories of school information that we process indude:
® personal information (such as name, employee or teacher number, national insurance number)
o characteristics information (such as gender, age, ethnic group)
e contract information (such as start date, hours worked, post, roles and salary information)
e work absence information (such as number of absences and reasons)

e qualifications (and, where relevant, subjects taught)

e photographs

e cducation details

e employment details

e finandal details

e absence and holiday records

e disdplinary and grievance records

e CPD information (training record)

e relevant medical and dietary information, including Doctors details

e DBS (Disdosure & Barrmg Service) — may indude Passport, UtLLLtg Bills, DerLng License information

e emergency contact details (Name and contact number) of spouse, partner or family members

This list is not exhaustive but covers the ma. jority of personaL details we may process and hold on record dwmg the

time of your employment.

Why we collect and use workforce information
We use workforce data to:

a) enable the development of a comprehensive picture of the work force and how it is deployed
b) inform the development of recruitment and retention poLLcLes
c) enable individuals to be paLd

d) to administer school property
e) to maintain our own accounts and records

)l to carry out ﬁmdmlsmg



to support staff CPD & training
to provide appropriate pastoral care
to assess the quality of our provision

to comply with the law regarding data sharing

Under the UK General Data Protection Regulation (UK CDPR), the legal basis we rely on for processing personal

information for general purposes are (Article 6):

| Processing shall be lawful only if and to the extent that at least one of the following applies:

a.

the data subject has given consent to the processing of his or her personal data for one or more specific
purposes;

processing is necessary for the performance of a contract to which the data subject is party or in order
to take steps at the request of the data subject prior to entering into a. contract;

processing is necessary for compliance with a legal obligation to which the controller is sub ject;

processing is necessary in order to protect the vital interests of the data subject or of another natural
person,;

processing is necessary Jor the performance of a task carried out in the public interest or in the exercise
of official authorLtg vested in the controller;

processing is necessary Jor the purposes of the lethLmate interests pwsmd bg the controller or bg a third
party, except where such interests are overridden by the interests or fundamental rights and freedoms of
the data sub ject which require protection of personal data, in particular where the data. sub ject is a

child.

The purpose of the processing shall be determined in that legal basis or, as regards the processing referred to in
point (e) of pamgmph [, shall be necessary Jor the performance of a task carried out in the pubLLc interest or in

the exerdcise of official authoritg vested in the controller. That legal basis may contain SP@CLJCLC provisions 1o adapt

the appltcatton of rules of this Regu[atlon, inter alia: the gmemL conditions governing the law fulness of processing

bt_,j the controller; the types of data which are subject to the processing; the data subjects concerned; the entities to,

and the purposes Jor which, the personaL data may be disclosed; the purpose limitation; storage perlods - and

processing operations and processing procedures, induding measures to ensure lawful and fair processing such as

those for other specific processing situations.

2. Where the processing for a purpose other than that for which the personal data have been collected is not

based on the data su.bJ'ect's consent or law which constitutes a. necessary and proportionate measure in a dem-
ocratic society to safeguard the obJ'ectLves referred to in Article 23, the controller shall, in order to ascertain

whether processing For another purpose is compatLbLe with the purpose for which the persona[ data are ini-

tlallg collected, take into account, inter alia:

any link between the purposes for which the persona[ data have been collected and the purposes of the
intended further processing;

the context in which the personal data has been collected, in particular regarding the relationship between
data subjects and the controller;



3. the nature of the personal data, in particular whether special categories of personal data are processed,
pursuant to Article 9, or whether personal data related to criminal convictions and of fences are pro-
cessed, pursuant to Article 10;

L. the possible consequences of the intended further processing for data sub jects;

5. the existence of appropriate safeguards, which may include encryption or pseudonymisation.

I addition, concerning any special category data (Article 9):

Processing of personal data revealing racial or ethnic origin, political opinions, religious or philosophical be-
liefs, or trade union membership, and the processing of genetic data, biometric data for the purpose of
uniquely identifying a natural person, data concerning health or data concerning a natural person's sex life
or sexual orientation shall be prohibited.

Pamgmph | shall not appLg if one of the followmg appLLes:

a. the data subject has given explicit consent to the processing of those personal data for one or more speci-
Fied purposes, except where law provtdes that the prthbLtLon referred to in pamgmph | may not be
lifted bg the data sub ject;

b. processing is necessary for the purposes of carrying out the obligations and exercising specific rights of
the controller or of the data subject in the field of employment and social security and social protection
law in so far as it is authorised by law or a collective agreement pursuant to law providing for appropri-
ate safequards or the fundamental rights and the interests of the data sub ject;

c.  processing is necessary to protect the vital interests of the data subject or of another natural person
where the data sub ject is phgchallg or Legallg anapable of giving consent;

d. processing is carried out in the course of its legitimate activities with appropriate safeguards by a foun-
dation, association or any other not—for—pv*oﬁt bodg with a poLLthal, phllosophlcat, rengLous or trade un-
ion aim and on condition that the processing relates solely to the members or to former members of the
body or to persons who have regular contact with it in connection with its purposes and that the personal
data are not disclosed outside that body without the consent of the data sub jects;

e. processing relates to personal data which are manifestly made public by the data sub ject;

F. processing is necessary for the establishment, exercise or defence of legal daims or whenever courts are
acting in their judicial capacity;

g. processing is necessary for reasons of substantial pu.bLLc interest, on the basis of law which shall be pro-
portionate to the aim pu.rsued, respect the essence of the rLght to data protection and prodee For suitable
and spedﬁc measures to safeguwwd. the fundamental rlgh‘fs and the interests of the data subject;

h. processing is necessary for the purposes of preventive or ocw.pattona[ medicine, for the assessment of the
workmg capacity of the emplogee, medical dlagnosLs, the provision of health or social care or treatment
or the management of health or social care systems and services on the basis of law or pursuant to con-
tract with a health professional and sub ject to the conditions and safeguards referred to in paragraph
3;

L. processing is necessary for reasons of public interest in the area of public health, such as protecting
against serious cross-border threats to health or ensuring high standards of quality and safetg of



health care and of medicinal products or medical devices, on the basis of law which provides for suitable
and specific measures to safequard the rights and freedoms of the data subject, in particular profes-
sional secrecy;

J- processing is necessary for archiving purposes in the public interest, scientific or historical research pur-
poses or statistical purposes in accordance with Article 89(1) based on law which shall be proportionate to
the aim pursued, respect the essence of the right to data protection and provide for suitable and specific
measures to safequard the fundamental rights and the interests of the data sub ject.

3. Personal data referred to in paragraph | may be processed for the purposes referred to in point (h) of par-
agraph 2 when those data are processed by or under the responsibility of a professional sub ject to the obliga-
tion of professional secrecy under law or rules established by national competent bodies or by another person
also sub ject to an obligation of secrecy under law or rules established by national competent bodies.

L. Member States may maintain or introduce further conditions, incduding limitations, with regard to the pro-
cessing of genetic data, biometric data or data concerning health.

Collecting work force information

We may collect personal information via electronic or manual handwritten form method.

Workforce data is essential for the school / Multi Academy Trust and Local Authority’s operational use. Whilst the
ma. jority of personal information you provtde to us is mandatorg, some of it is requested on a voLumtarg basis. In
order to oomptg with CGDPR, we will inform you at the point of collection, whether you are reqqued. to prodee
certain information to us or if you have a choice in this.

Storing work force information

We hold data securely for the set Manor Multi Academy Trust and its Schools will retain work force information
during the employment of the individual concerned. Work force information can be stored in two secure ways.
Manual records will be kept in a secure room within secure locked filing cabinets. Physical access to the storage is
limited, by key access on both parts. Electronically the information is securely stored on local server infrastructure on
an encrypted physical drive which is also permissioned and account password protected accordingly to staff that only
require access to this information. Administrative ICT access is allowed for maintenance reasons incuding backup
and retention. It is also requirde to remove the information as and when the retention schedule on the data ends.
Onsite and Offsite backup location remain with the Multi Academy Trust and not shared with any 3rd Party. All
3 Party agreements and privacy policies or data security information are kept and updated as required.

In formation may be secured within Manor Multi Academy Trust Microsoft Office 365 cloud environment, again
this is account password protected and permissioned accordingly. The Trust configuration determines that all
information synchronised / stored on devices are account / password or pin protected as well as being encrypted if
Windows based. Mobile devices require a minimum of pin code or password protection which are not to be shared.

Who we share workforce information with

We may need to or routinely share this information with:

o Associated Local Authorities representative to the which the location of the School in the Trust resides
e The Department for Education (DfE) and central government

e Education, training, careers and examining bodies

e School / Trust MIS systems and. other online subscriptions

e School staff and governing body and Trust boards / Directors

e Family, associates and representatives of the person whose personal data we are processing

o  Finandial organisations and systems we use such as Payroll
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https://gdpr-info.eu/art-89-gdpr/

e NHS and healthcare professionals

e Sodial and welfare organisations

e Law enforcement organisation and courts

) Current, past or prospecttve emptogers

e Academy Business associates (including all Academy Schools)

e Professional advisers (i.e Legal, Social Care, Coaching, NHS and Police)
o Suppliers and service providers (Eq.HR & Payroll)

e Financial organisations

e Seaurity organisations (induding CCTV and. signing in systems)

e Press and the media

e School trip organisations

The above list is not exhaustive but includes current working practises and the potential for information to be shared
with legally, appropriately and purposefully in the interest of all parties involved.

Why we share sdol work force information
We do not share information about our workforce members with anyone without consent unless the law and our
policies allow us to do so.

Local authority
We are requured to share information about our work force members with our local authorttg (LA) under section 5
of the Education (Supply of Information about the School Workforce) (England) Regulations 2007 and

amendments.

Department for Education

The Department for Education (DfE) collects personal data from educational settings and local authorities via
various statutory data collections. We are required to share information about our children and young people with
the Department Jor Education (DfE) For the purpose of those data collections, in accordance with the Data
Protection Act 1998.

The Department For Education has tegat powers 1o collect the pu,ptt, child and work force data that schools, local
authorities and awarding bodies hold.

For more information on the tegtstatton which allows this, see:

o section |l of the Education Act 2005
. on 537A of E on Act 1996
. on 83 of Chi Act 1989

This data forms a significant part of our evidence base. We use it:

e in school performance tables

e in adoption scorecards

e in statistical first releases

e 1o evaluate and inform educational policy

e 1o assess funding to local authorities and schools

We are required to share information about our school employees with the (DfE) under section 5 of the Education
(Supply of Information about the School Work force) (England) Regulations 2007 and amendments.


http://www.legislation.gov.uk/ukpga/2005/18/section/114
http://www.legislation.gov.uk/ukpga/1996/56/section/537A
http://www.legislation.gov.uk/ukpga/1989/41/section/83
http://www.education.gov.uk/schools/performance/
https://www.gov.uk/government/publications/adoption-scorecards
https://www.gov.uk/government/publications?departments%5B%5D=department-for-education&publication_filter_option=statistics

All data is transferred securely and held by DFE under a combination of software and hardware controls which
meet the current government security policy framework.

For more information, please see How Government uses your data’ section.

Requesting access to your- personal data.
Under data. protection legislation, you have the right to request access to information about you that we hold. To
make a request For your personal information, contact the School Data. Protection Of ficer-.

You also have the right to:

e to ask us for access to information about you that we hold
e to have your personal data rectified, if it is inaccurate or incomplete

® to request the deletion or removal of personal data where there is no compelling reason for its continued
processmg

® o restrict our processing of your personal data (i.e. permitting its storage but no further processing)
®  object to processing of personal data that is likely to cause, or is causing, damage or distress

e prevent processing for the purpose of direct marketing

®  object to decisions being taken by automated means

® in certain crcumstances, have inaccurate personal data rectified, blocked, erased or destroyed; and
® a right to seek redress, either through the ICO, or through the courts

It is the staff individual’s co—responsibllltg to ensure the information we hold is up to date and accurate. This

should be in writing to the Trust / School of fice so this can be updated accordlnglg.

If you have a concern about the way we are collectmg or using your personal data, we ask that Yyou raise your
concern with us in the first instance. Alternatively, you can contact the Information Commissioner’s Office at
https:/ / 'Lco.org.u.k/ concerns/

Contact

If you would like to discuss angthmg in this privacy notice, please contact:

If you would like to get any Further darification of the information about you that Manor Multi Academg Trust
(Manor Primary School) shares with the DfE or how they use your information, please contact:
Email: dpo@manormat.com

Manor Multi Academy Trust
Ettingshall Road
Wolverhampton

West Midlands

WVIL 9UQ

Telephone: 01902 556+60

hitp://www.manormat.com


https://www.gov.uk/government/publications/security-policy-framework
https://ico.org.uk/concerns/
mailto:dpo@manormat.com
http://www.manormat.com/

How Covernment uses your data
The workforce data that we lawfully share with the DfE through data collections:

® informs departmental policy on pay and the monitoring of the effectiveness and diversity of the school

work force
® links to school funding and expenditure

®  supports ‘longer term’ research and monitoring of educational policy

Data. collection requirements
To find out more about the data collection requirements placed on us by the Department for Education incduding
the data that we share with them, go to https://www.gov.uk/education/data-collection-and-censuses-for-schools.

The Department may share information about school employees with third parties who promote the education or

well-being of children or the effective deployment of school staff in England by:

° conductmg research or analgsLs
° produdng statistics

° prodeLng information, advice or 9uLdance

The Department has robust processes in place to ensure that the confidentiality of personal data is maintained and
there are stringent controls in place regardmg access o it and its use. Decisions on whether DYE releases personaL
data to third parties are sub ject to a strict approvaL process and based on a detailed assessment of:

® who is requesting the data
e the purpose for which it is required
e the level and sensitivity of data requested; and

e the arrangements in place to securely store and handle the data

To be gmnted access to school work force information, organisations must complg with its strict terms and conditions
covering the conﬁdentiautg and handLLng of the data, seaurity arrangements and retention and use of the data.

To contact the department: https://www.gov.uk/contact-dfe


https://www.gov.uk/education/data-collection-and-censuses-for-schools
https://www.gov.uk/contact-dfe

